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Abstract: Wireless spoofing attacks are easy to launch and can significantly impact the performance of networks.
Although the identity of a node can be verified through cryptographic authentication, conventional security approaches
are not always desirable because of their overhead requirements. The traditional approaches uses the spatial correlation
of received signal strength (RSS) inherited from wireless nodes to detect the spoofing attacks and then formulate the
problem of determining the number of attackers as a multiclass detection problem. Cluster-based mechanisms are
developed to determine the number of attackers. In addition, they developed an integrated detection and localization
system that can localize the positions of multiple attackers. The existing techniques are used to detect attackers but
don’t know how it attacks. In this paper, extend the RSS techniques to find out how attackers will attack by monitoring

the attacker’s activities.
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I INTRODUCTION

Among various types of attacks, identity-based spoofing
attacks are especially easy to launch and can cause
significant damage to network performance. For instance,
in an 802.11 network, it is easy for an attacker to gather
useful  MAC address information during passive
monitoring and then modify its MAC address by simply
issuing an ifconfig command to masquerade as another
device [2]. Spoofing attacks can further facilitate a variety
of traffic injection attacks such as attacks on access control
lists, rogue access point (AP) attacks, and eventually
Denial of-Service (DoS) attacks. A broad survey of
possible spoofing attacks can be found in. Moreover, in a
large-scale network, multiple adversaries may masquerade
as the same identity and collaborate to launch malicious
attacks such as network resource utilization attack and
denial-of-service attack quickly [1], [7].

Most existing approaches to address potential spoofing
attacks employ cryptographic schemes. However, the
application of cryptographic schemes requires reliable key
distribution, management, and maintenance mechanisms.
It is not always desirable to apply these cryptographic
methods because of its infrastructural, computational, and
management overhead. Further, cryptographic methods are
susceptible to node compromise, which is a serious
concern as most wireless nodes are easily accessible,
allowing their memory to be easily scanned. In this work,
we propose to use received signal strength (RSS)-based
spatial correlation, a physical property associated with
each wireless node that is hard to falsify and not reliant on
cryptography as the basis for detecting spoofing attacks.
Since we are concerned with attackers who have different
locations than legitimate wireless nodes, utilizing spatial
information to address spoofing attacks has the unique
power to not only identify the presence of these attacks but
also localize adversaries. An added advantage of
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employing spatial correlation to detect spoofing attacks is
that it will not require any additional cost or modification
to the wireless devices themselves [5].

In generalized attack detection model (GADE), the
Partitioning around Medoids (PAM) cluster analysis
method is used to perform attack detection. We formulate
the problem of determining the number of attackers as a
multiclass detection problem. We then applied cluster-
based methods to determine the number of attacker. We
further developed a mechanism called SILENCE for
testing Silhouette Plot and System Evolution with
minimum distance of clusters, to improve the accuracy of
determining the number of attackers. Additionally, when
the training data are available, we propose to use the
Support Vector [2].

Machines (SVM) method to further improve the accuracy
of determining the number of attackers. Moreover, we
developed an integrated system, IDOL, which utilizes the
results of the number of attackers returned by GADE to
further localize multiple adversaries. As we demonstrated
through our experiments using both an 802.11 network as
well as an 802.15.4 network in two real office building
environments, GADE is highly effective in spoofing
detection with over 90 percent hit rate and precision.

Furthermore, using a set of representative localization
algorithms, we show that IDOL can achieve similar
localization accuracy when localizing adversaries to that
of under normal conditions. One key observation is that
IDOL can handle attackers using different transmission
power levels, thereby providing strong evidence of the
effectiveness of localizing adversaries when there are
multiple attackers in the network [2], [6].
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1. RELATED WORK

The traditional approach to prevent spoofing attacks is to
use cryptographic-based authentication. They have
introduced a secure and efficient key management
(SEKM) framework. SEKM builds a Public Key
Infrastructure (PKI) by applying a secret sharing scheme
and an underlying multicast server group implemented a
key management mechanism with periodic key refresh and
host revocation to prevent the compromise of
authentication keys [11]. An authentication framework for
hierarchical, ad hoc sensor networks is proposed.
However, the cryptographic authentication may not be
always applicable because of the limited resources on
wireless devices and lacking of a fixed key management
infrastructure in the wireless network. Recently, new
approaches utilizing physical properties associated with
wireless transmission to combat attacks in wireless
networks have been proposed. Based on the fact that
wireless channel response decorrelates quite rapidly in
space, a channel-based authentication scheme was
proposed to discriminate between transmitters at different
locations, and thus to detect spoofing attacks in wireless
networks. It focused on building fingerprints of 802.11b
WLAN NICs by extracting radiometric signatures, such as
frequency magnitude, phase errors, and 1/Q origin offset,
to defend against identity attacks. However, there is
additional overhead associated with wireless channel
response and radiometric signature extraction in wireless
networks. It introduced a security layer that used forge
resistant relationships based on the packet traffic,
including MAC sequence number and traffic pattern, to
detect spoofing attacks [15].

The MAC sequence number has also been used to perform
spoofing detection. Both the sequence number and the
traffic pattern can be manipulated by an adversary as long
as the adversary learns the traffic pattern under normal
conditions. The works using RSS to defend against
spoofing attacks are most closely related to us. We
proposed to use the node’s “spatial signature,” including
Received Signal Strength Indicator (RSSI) and Link
Quality Indicator (LQI) to authenticate messages in
wireless networks. However, none of these approaches are
capable of determining the number of attackers when there
are multiple adversaries collaborating to use the same
identity to launch malicious attacks. Further, they do not
have the ability to localize the positions of the adversaries
after attack detection. Turning to studying localization
techniques, in spite of its several meter-level accuracy,
using RSS is an attractive approach because it can reuse
the existing wireless infrastructure and is highly correlated
with physical locations.

Dealing with ranging methodology, range-based
algorithms involve distance estimation to landmarks using
the measurement of various physical properties such as
RSS, Time of Arrival (TOA), Time Difference of Arrival
(TDOA), and direction of arrival (DoA). Whereas range-
free algorithms [use coarser metrics to place bounds on
candidate positions. The approaches to address potential

spoofing attacks employ cryptographic schemes. However,
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Fig.1 System Architecture

the application of cryptographic schemes requires reliable
key distribution, management, and maintenance
mechanisms. It is not always desirable to apply these
cryptographic methods because of its infrastructural,

computational, and management overhead [16].

1. PROPOSED METHOD

The approaches to address potential spoofing attacks
employ cryptographic schemes. However, the application
of cryptographic schemes requires reliable key
distribution, management, and maintenance mechanisms.
It is not always desirable to apply these cryptographic
methods because of its infrastructural, computational, and
management overhead. In proposed methods, we extend
the RSS techniques to restrict the spoofing attacks as well
as to find out how attackers will attack in wireless network
and main reason of attack by monitoring the activities of
each individual. By this method, we can automatically
restrict spoofing attacks in wireless network.

Monitor for Received signal strength

The challenge in spoofing detection is to devise strategies
that use the uniqueness of spatial information, but not
using location directly as the attackers’ positions are
unknown. We propose to study RSS; a property closely
correlated with location in physical space and is readily
available in the existing wireless networks [4]. Although
affected by random noise, environmental bias, and
multipath effects, the RSS measured at a set of landmarks
(i.e., reference points with known locations) is closely
related to the transmitter’s physical location and is
governed by the distance to the landmarks. The RSS
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readings at the same physical location are similar, whereas
the RSS readings at different locations in physical space
are distinctive. Thus, the RSS readings present strong
spatial correlation characteristics. Turning to studying
localization techniques, inspire of its several meter-level
accuracy, using RSS is an attractive approach because it
can reuse the existing wireless infrastructure and is highly
correlated with physical locations. Dealing with ranging
methodology, range-based algorithms involve distance
estimation to landmarks using the measurement of various
physical properties. The works of RSS to defend against
spoofing attacks are most closely related to us [10].
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B. Detect the presence of spoofing attacks

The above analysis provides the theoretical support of using
the RSS-based spatial correlation inherited from wireless
nodes to perform spoofing attack detection. It also showed
that the RSS readings from a wireless node may fluctuate and
should cluster together. Recently, new approaches utilizing
physical properties associated with wireless transmission
to combat attacks in wireless networks have been
proposed [4]. Based on the fact that wireless channel
response decorrelates quite rapidly in space, a channel-
based authentication scheme was proposed to discriminate
between transmitters at different locations, and thus to
detect spoofing attacks in wireless networks. In fig.2 a
spoofing attack is a situation in which one person or
program successfully masquerades as another by falsifying
data and thereby gaining an illegitimate advantage [8].

C. Determine the number of attackers

Different from traditional localization approaches, our
integrated detection and localization system utilizes the
RSS Medoids returned from SILENCE as inputs to
localization algorithms to estimate the positions of
adversaries. The return position from our system includes
the location estimate of the original node and the attackers
in the physical space. Determining the number of
adversaries is a particularly challenging problem [12]. We
developed SILENCE, a mechanism that employs the
minimum distance testing in addition to cluster analysis to
achieve better accuracy of determining the number of
attackers than other methods under study, such as
Silhouette Plot and System Evolution that use cluster
analysis alone. Additionally, when the training data are
available, we explored using Support Vector Machines-
based mechanism to further improve the accuracy of
determining the number of attackers present in the system

(3]
D. Determine the number of attackers

Different from traditional localization approaches, our
integrated detection and localization system utilizes the
RSS Medoids returned from SILENCE as inputs to
localization algorithms to estimate the positions of
adversaries. The return position from our system includes
the location estimate of the original node and the attackers
in the physical space. Determining the number of
adversaries is a particularly challenging problem [12]. We
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minimum distance testing in addition to cluster analysis to
achieve better accuracy of determining the number of
attackers than other methods under study, such as
Silhouette Plot and System Evolution that use cluster
analysis alone. Additionally, when the training data are
available, we explored using Support Vector Machines-
based mechanism to further improve the accuracy of
determining the number of attackers present in the system

[3].
E. Localize multiple adversaries

We developed an integrated system, IDOL, which utilizes
the results of the number of attackers returned by GADE
to further localize multiple adversaries. By using a set of
representative localization algorithms, we show that IDOL
can achieve similar localization accuracy when localizing
adversaries to that of under normal conditions. One key
observation is that IDOL can handle attackers using
different transmission power levels, thereby providing
strong evidence of the effectiveness of localizing
adversaries when there are multiple attackers in the
network [9]. In fig.3 shows localization in wireless
network connection.
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Fig.3 Localization in wireless network
F. Protection mechanism

Protection mechanisms are built into computer
architecture to support the enforcement of security
policies. A simple definition of a security policy is to set
who may use what information in a computer system. We
found that our detection mechanisms are highly effective
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in both detecting the presence of attacks with detection
rates over 98 percent and determining the number of
adversaries, achieving over 90 percent hit rates and
precision simultaneously when using SILENCE and SVM-
based mechanism. Further, based on the number of
attackers determined by our mechanisms, our integrated
detection and localization system can localize any number
of adversaries even when attackers using different
transmission power levels. The performance of localizing
adversaries achieves similar results as those under normal
conditions, thereby, providing strong evidence of the
effectiveness of our approach in detecting wireless
spoofing attacks, determining the number of attackers and
localizing adversaries [13], [14].

V. CONCLUSION

We proposed to use received signal strength based spatial
correlation, a physical property associated with each
wireless device that is hard to falsify and not reliant on
cryptography as the basis for detecting spoofing attacks in
wireless networks. Provided theoretical analysis of using
the spatial correlation of RSS inherited from wireless
nodes for attack detection. Derived the test statistic based
on the cluster analysis of RSS readings. Approach can
both detect the presence of attacks as well as determine the
number of adversaries, spoofing the same node identity, so
that can localize any number of attackers and eliminate
them [17]. Determining the number of adversaries is a
particularly challenging problem. Developed SILENCE, a
mechanism that employs the minimum distance testing in
addition to cluster analysis to achieve better accuracy of
determining the number of attackers than other methods
under study, such as Silhouette Plot and System Evolution
that use cluster analysis alone. Additionally, when the
training data are available, explored using Support Vector
Machines-based mechanism to further improve the
accuracy of determining the number of attackers present in
the system. Using extended RSS techniques to restrict the
spoofing attacks as well as to find out how attackers will
attack in wireless network and main reason of attack by
monitoring the activities of each individual. By this
method, it can automatically restrict spoofing attacks in
wireless network.
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